Further Views and Responses on Security Bureau’s
Consultation Paper ‘Proposed Introduction of Offences of
Voyeurism, Intimate Prying, Non-consensual Photography

of Intimate Parts, and Related Offences’

(This document is to be read together with the Response Form submitted by ACSVAW)

Submitted by
Association Concerning Sexual Violence Against Women

ACSVAW
FRImLUMBENHE
Association Concerning

Sexual Violence
Against Women

07 October, 2020



Prepared by:

Miss Jacey KAN

(Advocacy Officer, ACSVAW)

Miss Chelsea MA

(Former Practising Barrister; Executive Committee Member, ACSVAW)

Consultant:
Ms WONG Sau Yung, Linda
(Executive Director, ACSVAW)

FIERXUERNHE

Association Concerning Sexual Violence Against Women

Email: acsvaw@rainlily.org.hk

Website: https://rainlily.org.hk/

Tel: 2392-2569

Post: P.O.BOX 74120, Kowloon Central Post Office, Kowloon.

Address: Room 405-410 (podium), Kin Man House, Oi Man Estate, Ho Man Tin, HK

Copyright: © Association Concerning Sexual Violence Against Women

o RA N E 4
i THE COMMUNITY CHEST
& BB


mailto:acsvaw@rainlily.org.hk
https://rainlily.org.hk/

CONTENT
PIETACE. ..ttt ettt bbbttt e nae e 4
Section A: Further Responses to Proposals in the Consultation Paper .................. 5
Responses to Proposals 1 and 2: Voyeurism and Intimate Prying........c.ccccceeeveveeienneane 6
Responses to Proposals 3 and 4: Non-consensual Photography of Intimate Parts....... 11

Responses to Proposals 5 and 6: Distribution of Surreptitious Intimate Images and

Non-consensual Distribution of Intimate IMages ........ccceeveveeveeveesiece e 13
Responses to the definitions of Intimate Acts and Intimate Parts ..........ccccceevvvevenenne. 14
Responses to Proposal 7: DEfENCE(S) ....evververereririeieieiesieresese et 14
Responses to Proposal 8: Sexual Conviction Record Check Scheme ......................... 15

Section B: Further Views: Legislation of new offence on ‘threatening to distribute
intimate images’; Interim and image-removal orders made by the Court

...................................................................................................................................... 18
Legislation of a new offence on ‘threatening to distribute intimate’...........cccceveruennene 19
Interim and removal orders made by the Court ..........cooveverireninneee e 26
RETEIBNCE ...ttt b e sttt et et et e bt 30

Appendix: Survey Report on Image-based Sexual Violence..........ccccecvvveveecieeeennenne. 31



Preface

Established on 8 March 1997, the Association Concerning Sexual Violence Against
Women (ACSVAW) has been striving to promote women’s rights and gender equity in
Hong Kong. With particular focus on sexual violence, ACSVAW urges the Government
to address relevant issues and provide victim support, mobilizes the public to join the
fight for victim’s rights, with a view to restore a life of confidence and dignity to the
victims. In 2000, ACSVAW set up RainLily—the first ever one-stop sexual violence
crisis centre in Hong Kong—to provide all-round services for survivors of sexual
violence.

In recent years, we notice increasing prevalence of image-based sexual violence,
including non-consensual taking, distribution and selling of intimate images, threats to
distribute intimate images, and creating fake pornography (‘deepfake’). We conducted
asurvey in 2019 on public’s experiences of image-based sexual violence and published
Survey Report on Image-based Sexual Violence in March, 2020 (see Appendix).
Results show that image-based sexual violence brings lifelong trauma to victims. For
victims who muster up and report, a majority of them were snubbed by the police, who
often excuse themselves for having ‘no legislation in place’ to initiate investigation.
Most respondents opine that it is necessary to legislate specific offences against image-
based sexual violence.

We support the Security Bureau’s proposals to create the offences set out in the
Consultation Paper, subject to our specific responses stated below in Section A of this
document. However, in order to fully address the myriad forms of image-based sexual
violence, we contend that there is an urgent need to penalize the act of ‘threatening to
distribute intimate images’, provide injunctive sanction against such act, and court
orders for removal of images. ACSVAW proposes to introduce a new offence on
‘threatening to distribute intimate images’ and relevant interim and removal
orders, further elaborated in Section B of this document. We hope the Government will
adopt our views and carry out the legal reforms as soon as possible.

Ms WONG Sau Yung, Linda
Executive Director



Section A

Our Further Responses to Proposals in the Consultation Paper



Responses to Proposals 1 and 2: Voyeurism and Intimate Prying

Here are our further responses to Questions 1 and 2.

1. We suggest that there should be one single offence with the maximum penalty of
5 years’ imprisonment to penalize the acts of “voyeurism” (Proposal 1) and
“intimate prying” (Proposal 2), regardless of purpose. The reasons are as follows.

2. Motive or purpose of perpetrator irrelevant. The motive or purpose of the
perpetrator, whether for sexual gratification or not, is irrelevant to the gravamen
of the offence. The gravamen of a sexual offence that is based on sexual
autonomy? is usually of two parts: (a) non-consensual (b) intrusion of a sexual
nature. Examples of such intrusion by physical contact include sexual assault
(previously known as “indecent assault”) and sexual assault by penetration
(previously “rape”). The new offences proposed in the Consultation Paper purport
to penalize non-physical intrusions of a sexual nature. The underlying principle of
these offences is respect to one’s sexual autonomy: all acts with a sexual
denotation, physical or non-physical, should never be forced upon.

3. We submit that the issue is always, and should always be, whether the
complainant’s sexual autonomy has been violated. That is, whether there has been
a sexual intrusion, physical or non-physical, and whether the complainant has
given consent. These would sufficiently constitute the basis and elements of a
sexual offence. It is neither conducive nor meaningful to divert the spotlight of
inquiry towards the perpetrator, or to trace the motive or purpose of the
perpetrator’s conduct, for that could be wide-ranging and frivolous: out of
curiosity, excitement to violate the law, retaliation, shaming of the victim, profit,
or—sexual gratification. One may appropriate or weaponize sex for a million
reasons; but the wrong is never in the purpose, it is in the very act of such
appropriation or weaponization.

4. Other purposes are no less than a sexual purpose. To create two disparate
classes of offences, merely by the distinction of sexual gratification, will lead to
a foreseeable moot point in trial: is the defendant’s conduct for satisfying

! In the Law Reform Commission’s Report on Review of Substantive Sexual Offences (dated December
2019), sexual offences are classified into three categories: (1) offences based on sexual autonomy; (2)
offences based on the protective principle; and (3) offences based on public morality (paras. 1.15-1.19).
The new offences proposed in this Consultation Paper, would arguably fall under the first category.



his/her/their own subjective sexual desire, or something else? Such inquiry is not
meaningful—why is it more blameworthy if one does that for private sexual
consumption? Yet again, the overarching wrong, is always the appropriation or
weaponizing of sex to benefit oneself or to harm others, which can be achieved out
of a sexual or non-sexual motive, damage done by one is no graver than the other.

Did a group of bullies, who watched the victim shower on livestream from
another room, allegedly out of mischief and shaming, commit a crime less wrong
than people who admittedly did the same for sexual desire? Why should an
offender, backed by a psychiatric report stating that he/she/they broke the law for
pathological thrill, get away with a graver offence? What is the reason for
disparage in treatment? These futile threads of inquiries in court stray away from
the true focus, which should be on the complainant—whether he/she/they have
been non-consensually and sexually violated.

Level of culpability can be reflected in sentencing. To put down in black and
white that “to obtain sexual gratification” attracts graver penalty than other
purposes, alludes that “sexual gratification” is @ meaningful “blameworthiness
calibrator” of the array of purposes that can emerge, while it is not. Examples
above demonstrate how non-sexual purposes can be as shaming and harmful, if
not more shaming and harmful in some cases. The relative culpability behind each
motive or purpose can instead be sufficiently reflected in the mitigation and
sentencing process, tailoring to each case’s specific factual matrix.

No requirement of sexual gratification in existing sexual offences. The offences
of “sexual assault” and “sexual assault by penetration” require no proof of sexual
gratification on the part of the perpetrator. In the case of sexual assault, the element
to prove is on whether the act is “sexual”, not whether it’s for “sexual gratification”.
In the case of the new offences proposed in this Consultation Paper, the
requirement that some “intimate act” or “intimate parts” have been pried or
photographed, has already sufficiently imbued a sexual element to the offences.
The extra proof of “sexual gratification” is not a necessary indicator in establishing
a sexual offence.

Evidential hurdle in proving sexual gratification. The prosecution has to prove
beyond reasonable doubt that the defendant committed the offence for subjective
sexual gratification. Or, the court has to draw the only irresistible inference. For
the wide-ranging possible purposes listed above, it may not be too difficult to raise
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a reasonable doubt. Sexual gratification is also hard to define. It will be rather
hard to collect relevant circumstantial evidence; the most concrete evidence will
inevitably come from an admission. We have looked into English case law on
“sexual gratification”, and also the latest UK Archbold, the leading authority on
criminal law, both avenues provide no definition, except that in R. v Abdullahi
[2006] EWCA Crim 2060, it is ruled that “the defendant's purpose could be any
form of sexual gratification and it did not matter whether it was short-term or
long-term, immediate or deferred, or immediate and deferred” (para. 17); and in
R v Court [1989] AC 28, the court took the approach that indecent intention can
be inferred from the circumstances. In other words, it requires some guesswork
and pick-and-choose of evidence from the bench.

Putting the defendant’s sexual identity and orientation at trial. It is highly
foreseeable that the perpetrator’s sexual orientation will be a contentious issue at
trial. For example, a man who surreptitiously observes a woman in shower may
raise the defence that he is gay, and therefore impossible to obtain sexual
gratification from the prying. The prosecution will inevitably need to challenge his
evidence by suggesting that he’s not telling the truth. By present day’s standard,
such line of inquiry is considered intrusive to one’s private life. It also defies the
concept that a person’s sexual orientation and identity may be fluid, and such
inquiry is unfair to a defendant who embraces a fluid sexual orientation and
identity. If the law recognizes that non-consensual intimate prying is a wrong, does
it matter if, say, a man is pried by another straight, gay, bisexual, pansexual,
asexual, or transgender man, or even an intersex person? The law may intend to
penalise sexual disorders or sexually deviant behaviour, but as discussed above,
the harm and danger of such behavior for non-sexual purposes can be as grave;
and an offender of the later type is no less a sexual predator because it is the
appropriation or weaponizing of sex to benefit oneself or to harm others that truly
defines a sexual predator. By suggesting to do away with the sexual gratification

requirement, we are not downplaying the gravity of a wrongful act for one’s

sexual desire, instead, we are emphasizing that appropriation or weaponizing

of sex for non-sexual purposes are equally damaging and blameworthy.

Lack of convincing justification for the sexual gratification element. With due
respect, a careful inspection of the Law Reform Commission’s Report on
Voyeurism and Non-Consensual Upskirt-Photography dated April 2019 and
Report on Review of Substantive Sexual Offences dated December 2019 reveal



little or no justification on introducing a purpose element to the voyeurism offence,
and there was almost no discussion or analysis on the necessity of the same. It
seems that the proposed offences are modelled after those in overseas jurisdictions
without detailed analysis on the rationales behind.

11. The explanatory notes? accompanying section 67 of the Sexual Offences Act 2003
(England and Wales), on the offence of VVoyeurism, did not illustrate the rationale
behind the need for a sexual gratification. That of the New Zealand and New South
Wales equivalents are also unclear. The relevant discussion in the Scottish
Parliament® offers no explanation on the sexual gratification requirement.

12. Rather, some guidance might be sought in the Canadian Consultation Paper:
Voyeurism as a Criminal Offence. In Part One of the Paper?®, under the heading
“Defining Voyeurism”, a “voyeur” is, defined under the Canadian Oxford
Dictionary, as “a person who derives sexual gratification from the covert
observation of others as they undress or engage in sexual activities”. The need for
an element of sexual gratification follows from this purely lexical and literary
interpretation of the word “voyeur”.

13. In Part Two® of the same paper, under the heading “Rationale”, the policy
rationale is set out as follows:

“The policy intent is to create two alternative ways in which a criminal
voyeurism offence could be committed. The first branch of the offence would

involve surreptitious viewing or recording of another person for a sexual
purpose while that person is in a place and in circumstances where there is a
reasonable expectation of privacy. By this formulation of the offence, as long

as the viewing or recording is done for a sexual purpose, it does not matter

whether or not the victim was naked, engaged in explicit sexual activity, etc.

when the viewing or recording took place. The second branch of the offence

would recognize that it may be difficult to establish that the viewing or

recording was done "for a sexual purpose" in circumstances where the victim

2 https://www.legislation.gov.uk/ukpga/2003/42/notes/division/5/1/53

3 Scottish Parliament Justice Committee, Official Report of Meeting 17 March 2009 (Consideration
ofamendments, Day 1) see: http://archive.scottish.parliament.uk/s3/committees/justice/or-09/ju09-
0902.htm

4 Department of Justice, Canada (2015). Voyeurism as a Criminal Offence: A Consultation Paper. See:
https://justice.gc.ca/eng/cons/voy/partl context.html#def

5> Department of Justice, Canada (2015). Voyeurism as a Criminal Offence: A Consultation Paper. See:
https://justice.gc.ca/eng/cons/voy/part2_crim.html



https://www.legislation.gov.uk/ukpga/2003/42/notes/division/5/1/53
http://archive.scottish.parliament.uk/s3/committees/justice/or-09/ju09-0902.htm
http://archive.scottish.parliament.uk/s3/committees/justice/or-09/ju09-0902.htm
https://justice.gc.ca/eng/cons/voy/part1_context.html#def
https://justice.gc.ca/eng/cons/voy/part2_crim.html
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and the offender do not have physical contact. This formulation recognizes

that the viewing or recording may be done for other purposes, such as to
generate visual representations for commercial sale, to harass or intimidate
the victim, or to amuse others at the victim's expense. If the policy rationale

for the creation of an offence is to protect persons from sexual exploitation,

it can be argued that this rationale is relevant whether the accused committed

the offence for a sexual purpose or for some other purpose. As with the first

branch of the voyeurism offence, the Crown would have to prove beyond a
reasonable doubt that the viewing or recording was done surreptitiously, in
circumstances where the victim had a reasonable expectation of privacy. In
the second branch of the criminal voyeurism offence the mental element and

the physical element of the offence would "match up" in the sense that the

viewing or recording would have to have been done for the purpose of

viewing the victim in a state of nudity, or undress where the breast, sexual

organs or anal region are exposed, or while the victim is engaged in explicit

sexual activity. Furthermore, the actual observations or recordings of the

victim must also have captured the victim in one of the physical states
mentioned in the offence or engaged in explicit sexual activity. Both branches
of the criminal voyeurism offence, therefore, would create specific intent
offences.”

In other words, the Canadian policy rationale is that some “sexual” nature has to
be proved; therefore, in the case where a sexual purpose is present, the victims
does not have to be exposed or engaging in a sexual activity; but in the case where
the victim is in a state of nudity or undressing, or engaging in a sexual activity, a
sexual purpose is not necessary.

The proposed Hong Kong model is different in this regard—as aforementioned,
the elements of “intimate parts” or “intimate act” already imbue a sexual nature to
the prying. Therefore, non-physical intrusion is not any less sexual than a physical
one. In some cases of sexual assault (formerly known as indecent assault), it may
be even harder to prove a sexual nature if the touching seems innocuous.

Here is our further response to Question 3.

16. We agree with the proposed scope of acts for Proposals 1 and 2.
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Responses to Proposals 3 and 4: Non-consensual Photography of
Intimate Parts

Here are our further responses to Questions 4 and 5.

17.

18.

We suggest that there should be one single offence with the maximum penalty of
5 years’ imprisonment to penalize non-consensual photography of intimate parts,
for sexual gratification (Proposal 3) or otherwise (Proposal 4), for reasons
illustrated in paras. 2-15 above.

Additionally, the element of ‘to obtain sexual gratification’ as a purpose is not
necessary for constituting similar offences in some overseas jurisdictions, such as
New Zealand, Australian Capital Territory New South Wales, Victoria, South
Australia and Queensland (see Table 1 Comparison of offences of voyeurism and
non-consensual photography of intimate images of overseas jurisdictions, on
pp.14-15).

Here are our further responses to Question 6.

19.

We think that the proposed scope of acts for Proposals 3 and 4 is too narrow,
because it fails to cover the act of ‘down-blousing’. Below are our arguments for

supporting the inclusion of ‘down-blousing’.

Here are our further response to Question 7, concerning down-blousing.

20.

We are of the opinion that the offence of non-consensual photography of intimate
parts should cover ‘down-blousing’. In our experience, the seriousness of ‘down-
blousing’ is the same as recording intimate image beneath one’s clothing (i.e.
‘upskirt photography’). Different from the Government’s views, we notice that the
calls for criminalizing ‘down-blousing’ are as strong as criminalizing ‘upskirt
photography’. One female interviewee of Survey Report on Image-based Sexual
Violence (see Appendix), Florence®, who experienced ‘down-blousing’ and a
stranger taking photo of her breasts in a public occasion, expressed tremendous
distress as she felt a loss of control over her bodily expression and sexual
autonomy:

6 Pseudonym
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Case study: down-blousing

Florence, who experienced ‘down-blousing’ with someone taking photos of her
breasts in public places, her images were later uploaded onto and circulated on
social media sites. Through the sneak shots, the perpetrator attempted to portray
Florence as someone who shows off her breasts on purpose, intentionally solicits
attention to her breasts by wearing a spaghetti strap dress and deliberately leans
down to attract people filming her.

She saw for herself how her body expression was arbitrarily distorted while the
photos were circulated, but she was unable to do anything about it. Florence
expressed that the perpetrator deprived her of the right to express and control her
body.

Source:

Survey Report on Image-based Sexual Violence (ACSVAW 2020) (see Appendix)

21. The Government put forward in the Consultation Paper (on p.7) that the definition
of ‘down-blousing’ is unclear such that it will constitute a barrier in law
enforcement. However, we take the view that the definition is clear, because one
of the elements is the recording of image is taking place in circumstances where
the intimate parts would not otherwise be visible to the public. If someone(A) takes
picture of another person’s(B) breasts from the top angle such that A can view the
part of breasts that B does not suppose others could see and above all, B does not
consent to A’s act, then it will fall into the definition of non-consensual ‘down-
blousing’.



13

Responses to Proposals 5 and 6: Distribution of Surreptitious Intimate
Images and Non-consensual Distribution of Intimate Images

Here are our further responses to Questions 8 and 10.

22.

23.

We agree with the introduction of the offence against the distribution of
surreptitious intimate images (Proposal 5).

We agree with the introduction of the offence against the non-consensual
distribution of intimate images, in cases where consent might have been given or
was given for the taking of such intimate images (including stills and videos), but
not for the subsequent distribution (Proposal 6).

Here are our further responses to Questions 9 and 11, concerning the scope of act

of Proposals 5 and 6.

24,

25.

26.

For the proposed scope of act for Proposals 5 and 6, it is too narrow. We propose
to the Government that the offence should extend its scope to cover distribution of
pornographic or sexually explicit images that have been photoshopped, where a
victim’s head being pasted on to a commercially produced pornographic image.
The definition of ‘intimate image’ of overseas jurisdictions, such as New South
Wales’ and Queensland® of Australia, includes images that have been altered to
appear to show a person’s private parts or show a person engaged in a private act.
Therefore, we suggest the offences of Proposals 5 and 6 should also cover
distribution of ‘deepfake’ pornography or photoshopped explicit images.

For the proposed scope of act for Proposal 6, we recommend that it be extended
to cover distribution of intimate images which show the victim’s intimate parts, in
addition to ‘images showing the victim doing an intimate act’ as stated in the
Consultation Paper.

Furthermore, we suggest extending the proposed scope of acts for both Proposals
5 and 6 by including the act of ‘threatening to distribute intimate images’,
referencing section 2 of the Abusive Behaviour and Sexual Harm (Scotland) Act

2016°. Legislation of new offence on ‘threatening to distribute intimate

" Section 91N Definitions of Division 15C Recording and distributing intimate images, Crimes Act
1900 No 40 (NSW)

8 Section 207A Definitions of Chapter 22 Offences against morality, Criminal Code Act 1899 (Qld)

9 Note: the name of the section is ‘Disclosing, or threatening to disclose, an intimate photograph or film’
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images’ of Section B entails our detailed submission in this regard.

Here are our further responses to Questions 12 and 13.

217.

28.

For Proposal 6, we agree that the offence should be constituted if the distributor
knows the victim did not give any consent for the distribution, or is reckless as to
whether the victim gave such consent.

For Proposal 6, we agree that the offence should be constituted if the distributor
intends to cause the victim distress, or knows or has reason to believe that the

distribution will or is likely to cause the victim’s humiliation, alarm or distress.

Responses to the definitions of Intimate Acts and Intimate Parts

Here are our further responses to Questions 14 to 16.

29.

30.

31.

We take the view that “intimate acts” should mean acts, in a place which would
reasonably be expected to provide privacy, by a person when the person’s intimate
parts are exposed or covered only with underwear. Instances of a person changing
clothes, showering or bathing also be included in the definition.

We agree that “intimate parts” should be taken to mean a person’s genitals,
buttocks, or breasts, whether exposed or covered only with underwear.

We agree that the definition of “intimate parts” should include breasts and chest,
irrespective of gender, including men, women, transgender people, intersex people,
etc. in alignment with “gender neutrality” principle laid down by the Law Reform
Commission. We suggest that the wording of the legislation should be gender-
neutral as well as sensitive to people of non-binary gender identity. Para.20 of the
above illustrates the reasons for covering non-consensual observation and/or
photography of one’s breasts by presenting its harms done to victims.

Responses to Proposal 7: Defence(s)

Here are our further responses to Question 17.

32.

We agree that a defence of lawful authority or reasonable excuse should be
provided for the proposed offences under Proposals 2, 4, 5, 6. But we emphasize
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that it is important to craft such provision with great care so that only the most
compelling and justifiable circumstances can be excused; because above all, a
person's consent is at the heart of the entire debate. To override a person's consent
requires the most compelling justification and utmost scrutiny by the court.

Here is our further response to Question 18.

33. We are of the view that the proposed offences should encompass all purposes and
make no distinction for an offence committed for sexual gratification. Therefore,
we are of the view that the defence provision should be open to the offences
committed regardless of purposes. It will however be quite clear that logically,
someone who commits the offence out of sexual gratification would not, at the
same time, be doing the act with lawful authority or reasonable excuse.

Here is our further response to Questions 19.
34. Specific defences to be provided could be made reference to section 221BD (3) of
the Criminal Code of Western Australia, Australia.

Responses to Proposal 8: Sexual Conviction Record Check Scheme

Here is our further response to Question 20.

35. We take the view that the all proposed offences under Proposals 1 to 6 should be
included in the Specified List of Sexual Offences under the Sexual Conviction
Record Check Scheme.
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Table 1 Comparison of offences of voyeurism and non-consensual photography of intimate images of overseas jurisdictions

Offence(s)

Obtaining sexual gratification required as an
element

England and Wales

Voyeurism?*°
Voyeurism: Additional offences!?

For the purpose of obtaining sexual gratification and
humiliating, distressing or alarming B

Scotland Voyeurism?*? For the purpose of obtaining sexual gratification and
humiliating, distressing or alarming B
New Zealand Prohibition on making intimate visual recording® X
Australia | Australian Intimate observations or capturing visual data etc* X
Capital
Territory
New South Voyeurism*>; For the purpose of obtaining, or enabling another
Wales Filming a person engaged in private act?®; person to obtain, sexual arousal or sexual gratification

Filming a person's private parts®’

Record intimate image without consent*®

Sexual Offences Act 2003, s 67
Sexual Offences Act 2003, s 67A

Sexual Offences (Scotland) Act 2009, s 9
Crimes Act 1961 (New Zealand), s 216H
Crimes Act 1900 (Australian Capital Territory), s 61B

Crimes Act 1900 (NSW), s 91J
Crimes Act 1900 (NSW), s 91K
Crimes Act 1900 (NSW), s 91L
Crimes Act 1900 (NSW), s 91P



http://www5.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s4.html#person
http://www5.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s91n.html#record
http://www5.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s91n.html#intimate_image
http://www5.austlii.edu.au/au/legis/nsw/consol_act/ca190082/s61he.html#consent
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Offence Obtaining sexual gratification required as an
element
Australia | Victoria Observation of genital or anal region®®; X
Visually capturing genital or anal region®
South Australia | Indecent filming?! X
Queensland Observations or recordings in breach of privacy?? X

19 Summary Offences Act 1966 (Victoria), s 41A

20 Summary Offences Act 1966(Victoria), s 41B

2L Summary Offences Act 1953 (South Australia), s26D
22 Criminal Code Act 1899 (Queensland), s 227A
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Section B

Further views on
Legislation of new offence on ‘threatening to distribute intimate

images’; Interim and image-removal orders made by the Court
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Legislation of new offence on ‘threatening to distribute intimate’

36.

It is noted that the act of ‘threatening to distribute intimate images’ is not included
in the proposed offences of the Consultation Paper and we propose to the
Government the introduction of a new offence of ‘threatening to distribute intimate
images’.

The inseparable nature of ‘threatening to distribute intimate image’ and non-
consensual taking and distributing intimate images

37.

38.

39.

According to the service data of RainLily, it came to our attention that victims who
suffered from non-consensual taking or distribution of intimate images
usually succumb to threats to distribute intimate images at the same time. Among
the three kinds of image-based sexual violence, the most common form is non-
consensual taking of intimate images, followed by threats to distribute and non-
consensual distribution sequentially. In other words, threatening to distribute
intimate images is more ubiquitous than distribution. In some cases, it is
unclear if the perpetrator does take hold of the intimate images—the victim, being
in an intimate relationship with the perpetrator, cannot be sure if any intimate
images had been taken unbeknownst to him/her/them.

The same pattern is also observed in the survey results published in the Survey
Report on Image-based Sexual Violence (‘the survey report’) (ACSVAW, 2020)
(see Appendix). It is found that non-consensual taking of intimate images and
observation of private acts were the most common and then followed by threats or
blackmail to distribute intimate images.

Table 2 Image-based sexual violence experienced in the past 3 years (N=206)
(multiple choices allowed)

Type of image-based sexual violence Frequency

Intimate images being taken without consent 151
Private acts being observed without consent/voyeurism 82
Threatened or blackmailed with distribution of intimate images 62
Intimate images being distributed without consent 60
Intimate images being stolen 44
Hidden cameras uncovered 25
Sexualised photoshopping 16
Source:

Survey Report on Image-based Sexual Violence (ACSVAW, 2020)(see Appendix)

The victims’ experience where non-consensual taking, non-consensual
distribution of intimate images and threatening to distribute intimate images are
happening as continuous events, is theorized to be a continuum of practices that
form the concept of ‘image-based sexual abuse’ (McGlynn et al. 2017, p.27).
Addressing them as a ‘continuum’ is to reveal the common characters
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underpinning these seemingly disparate phenomena, which are coercion,
intimidation, abuse, threat and force used to manipulate victims, and to also
emphasize the close connections among the acts such that they are ‘a series of
elements or events that pass into one another and which cannot be easily
distinguished’ (Kelly 1988, p.76).

Therefore, not criminalizing the act of threatening to distribute intimate images
fails to adequately address the breadth of the victim’s experience. It fails to offer
comprehensive protection to victims such that they are unable to seek help from
the judicial system when they face destructive threats from perpetrators.

Harms of ‘threatening to distribute intimate image’ from a victim’s perspective

41.

42.

Before the actual distribution of the intimate images, perpetrators often exert
threats for a persisting period of time in order to impose control, manipulate,
intimidate, harass and/or blackmail the other person. Threatening to distribute
intimate images is a common means to force the person to stay in a violent
relationship and compel them to acquiesce to unreasonable demands.

In our experience, the harms and fears caused by the threat to distribute intimate
images are as significant as actual distribution. The destructive power of threats
and extortion on a person’s life cannot be overlooked. In the survey report, which
included in-depth interviews with victims who experienced the threats to share
intimate images, shows that perpetrators are often known to the victims, such as
their intimate partners. In our observation, the perpetrators’ motives are usually
unrelated to sexual desires, but often arise out of the desire to control and dominate
their partners. By using intimate images as a tool of control, perpetrators
manipulate their partners by threatening to spread their intimate images to their
families and friends.
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One interviewee of the survey report, Rain,?® received threats from her ex-partner
to spread her intimate videos her friends and family, if not, to the internet. Rain’s
case demonstrates a typical scenario for victims of coercions of such nature: they
live in constant fear and yet feel utterly powerless in stopping the perpetrator or
seeking help from a third party:

Case study: threats to distribute intimate images

Rain received threats from her ex-partner to post her intimate videos to a social
media page related to the company she works for and to send the videos to her
close friends, in order to ruin Rain’s reputation. In face of such extortion, Rain
was worried that any tiny act of hers may trigger her ex-partner and that he
really would send the photos to her colleagues. Therefore, Rain succumbed to
the unreasonable requests from her ex-partner for more than half a year.

Since then, Rain was reluctant to join gatherings organized by her friends for a
long period of time, worrying that her friends might suddenly tell her that they
had received her nude photos from an unfamiliar Facebook account. Rain was
also afraid of going to the internet, fearing that she might see her own nude
images when browsing certain websites.

Source:
Survey Report on Image-based Sexual Violence (ACSVAW 2020) (Appendix)

Intimate images are like ticking time bombs that haunt every second of the victims’
lives. The fact that the images may be distributed at any time exerts immense
pressure on the victims. Like the dilemma faced by Rain, the victims are often too
afraid to take any actions because they fear any resistance may agitate the
perpetrators, and they would put the threats into action and distribute the images
for real. Once the images are uploaded onto the internet or sent to others’ phones,
it is virtually impossible to completely remove the relevant images and the victims
therefore feel that things are irreversible.

The genuine stress caused by these threats may paralyze the lives of the victims,
causing them to lose their jobs and unable to support their living, and worse still,
severely affect their mental wellbeing. According to the survey report, among
those who reported to have experienced threats of distributing intimate images,
63% reported feelings of helplessness and alarmingly, 29% of them ‘had the
thought of committing suicide or had committed suicide’ (ACSVAW, 2020). The
impacts of threatening to distribute intimate images must not be underestimated.

Necessity to introduce a specific offence

46.

It is necessary to create a specific offence against the act of ‘threatening to

23 pseudonym
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distribute intimate image’ for the following reasons.

Existing criminal offences are insufficient to address the situation. Currently,
instances of threatening to distribute intimate image may be prosecuted under the
offences of ‘blackmail’ (Section 23 of the Theft Ordinance), ‘criminal
intimidation’ (Section 24 of the Crimes Ordinance) and ‘procuring another person
to do an unlawful sexual act by threats or intimidation’ (Section 119 of the Crimes
Ordinance). However, these three offences are coined in general and broad terms,
not specifically intended nor envisioned to deal with threats to distribute intimate
images. This leads to the following problems: no suitable legal remedies in place
to deal with the harm of distribution, and defendants convicted of these existing
offences will not be included in the Specified List of Sexual Offences under the
Sexual Conviction Record Check Scheme.

Incentivizing police investigation. The survey report investigates an example of
threat to distribute intimate images in which the victim reported to the police after
being threatened by his ex-partner. However, the police refused to follow up and
even persuaded him to find a way to deal with it on his own and via interpersonal
negotiations (ACSVAW, 2020) (see Section 4.5.0f the survey report of Appendix).
Without specific laws in place, the police might not be aware of the severity of
such behavior and would simply classify these incidents as private disputes. They
believe that private disputes are not be resolved by resorting to the judicial system,
rather, communication and reconciliation on a personal level is sufficient. An
offence for threats to distribute intimate images in criminal system will provide a
pivotal guidance to police in addressing the severity of the act and enhance their
incentive in initiating investigation.

Clear message of deterrence to the public. Creating an offence of threatening to
distribute intimate images will have a deterrent effect as it sends a clear message
that such behavior is no longer tolerated or considered a grey area of the law, but
is instead criminalized by the laws of Hong Kong. Labelling it as a legal wrong in
a clear way would deter the public from committing such act and reduce crimes.

Keeping up with overseas standards. There is already a global trend to legislate
against threats to distribute intimate images in many overseas jurisdictions, and
Hong Kong is recommended to keep up with overseas practices. Common law
jurisdictions, including Scotland, New Zealand and six states of Australia, have
already established specific offences targeting threats to distribute intimate images
without consent (see Table 3 Offence against ‘threats to distribute intimate images’
of overseas jurisdictions):
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Jurisdiction

Offence

Scotland

Abusive Behaviour and Sexual Harm (Scotland) Act 2016
Section 2 Disclosing, or threatening to disclose, an intimate
photograph or film

Australian Capital
Territory, Australia

Crimes Act 1900 (Australian Capital Territory)
Section 72E Threaten to capture or distribute intimate images

New South Wales, Crimes Act 1900 No. 40 (NSW)

Australia Section 91R Threaten to record or distribute intimate image

South Australia, Summary Offences Act 1953 (SA)

Australia Section 26DA Threat to distribute invasive image or image
obtained from indecent filming

Queensland, Criminal Code Act 1899 (Qld)

Australia Section 229A Threats to distribute intimate image or prohibited

visual recording

Victoria, Australia

Summary Offences Act 1966 (Vic)
Section 41DB Threat to distribute intimate image

Northern Territory,
Australia

Criminal Code Act 1983 (NT)
Section 208AC Threaten to distribute intimate images

New Zealand

Harmful Digital Communications Act 2015 (NZ)

Principles 1- 5

51. Governments around the world have long been aware of its prevalence and make
legal remedies available to tackle intimate image extortion. It is therefore
necessary for the law in Hong Kong to keep up with the latest global developments.
The following part will illustrate our concrete recommendations for the legislation.

Our recommendations for the legislation

52. With reference to the relevant offences in overseas jurisdictions listed in Table 3,
we propose two ways for Hong Kong to legislate for threatening to distribute
intimate images:

(1) First, to extend the proposed scope of acts for proposals 5 and 6 of the
Consultation Paper (i.e. Non-consensual Distribution of Intimate Images)
by including the act of threatening to distribute intimate images,
referencing section 2 of the Abusive Behaviour and Sexual Harm (Scotland)
Act 2016.

(2) Second, to create a standalone offence against threatening to distribute
intimate images, referencing section 208 AC of Criminal Code Act 1983 of
Northern Territory, Australia.

Scotland

Section 2 of the Abusive Behaviour and Sexual Harm (Scotland) Act 2016:
‘A person (“A”) commits an offence if—
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(1) A discloses, or threatens to disclose, a photograph or film which shows, or
appears to show, another person (“B”) in an intimate situation,

(2) by doing so, A intends to cause B fear, alarm or distress or A is reckless as
to whether B will be caused fear, alarm or distress, and

(3) the photograph or film has not previously been disclosed to the public at
large, or any section of the public, by B or with B's consent.’

Northern Territory, Australia

Section 208AC of the Criminal Code Act 1983 (NT):
‘(1) A person commits an offence if the person:
(a) intentionally threatens to distribute an intimate image of another person;
and
(b) intends the other person to fear that the threat would be carried out.
(2) In a prosecution for an offence against this section:
(a) a threat may be made by any conduct, whether explicit, implicit, conditional
or unconditional; and
(b) it is not necessary to prove that the other person actually feared that the
threat would be carried out; and
(c) a person may be found guilty even if carrying out the threat is impossible.
Examples for subsection (2)(c)
1 The image does not exist
2 Technical limitations prevent the person from distributing the image’

Whether or not ‘threatening to distribute intimate image’ is established as a
standalone offence or incorporated into the scope of the offences under Proposals
5 and 6, we recommend following the framework of the Criminal Code Act 1983
of Northern Territory, Australia because: 1) it contains detailed provisions on the
definition of threat; 2) it provides threats can be carried out whether or not the
image exists and; 3) there is no requirement to prove whether the victim actually
feared that the threat would be carried out.

It is crucial to have an inclusive definition of threat such as that of Northern
Territory’s, i.e. the threat can be verbal or physical, explicit or implicit, and
conditional or unconditional because it encompasses all types of threats and leaves
no grey area for dispute. The offence should apply regardless of whether the
intimate images exist or not: in our dealings with cases involving threats to
distribute intimate image, it is true that some do not know whether or not the
intimate images are actually in existence, especially in situations where the
perpetrator threatened to share images that are filmed without the person’s
knowledge. As the intention to cause fear is an important element in establishing
culpability, the focus should not be on whether the intimate images actually exist,
but whether the perpetrator intends to cause harm.

Furthermore, we also recommend following the Abusive Behaviour and Sexual
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Harm (Scotland) Act 2016 and include an element of recklessness — ‘by doing so,
A intends to cause B fear, alarm or distress or A is reckless as to whether B will be
caused fear, alarm or distress’— as the mens rea element of this particular offence.
The inclusion of reckless intention will thus be able to encompass situations where
the perpetrator may not intend to make a threat, but ought to know he/she/they has

made one.
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Interim and image-removal orders made by the Court

56.

We are of the opinion that the Court should be able to order an individual to remove
the relevant images, if he/she/they is found guilty of an offence against voyeurism,
intimate prying, non-consensual photography of intimate parts, non-consensual
distribution of intimate images and threatening to distribute intimate images. The
Court should also have the power to order the online content host to take down the
images. A failure to comply with the order by the convicted person should be
enforceable.

Importance of Court-mandated removal of intimate images and interim orders

57.

58.

59.

For victims who experienced intimate image sexual violence, the source of their
worries stems from the existence of the images. As long as the images are still in
the perpetrator’s possession, the victim will live in perpetual fear. The distress will
not dissipate until the image is deleted or destroyed.

For victims whose intimate images were distributed to the internet or sent to the
others, they are terrified that the images will be re-posted by netizens and
circulated widely. While victims can request the online content hosts to take down
the images, the hosts still have the discretion to decide whether or not
to take down the images. Therefore, it is of paramount importance for the Court to
intervene in this process. The Court should be empowered to make orders to
remove the intimate images in order to minimize the traumas suffered by the
victims and offer meaningful protection to them.

It should be noted that the criminal proceedings can be lengthy, and the publicity
of a criminal case can bring further harm to the victim if he/she/they have no relief
to take down the intimate images pending trial. To provide comprehensive
protection to the victim, interim orders should also be available.

Similar provisions in overseas jurisdictions

60.

61.

There are similar provisions regarding orders of removal and takedown in overseas
jurisdictions such as New Zealand and Queensland, which are of probative value
to Hong Kong.

Section 19 of the Harmful Digital Communications Act 2015 (HDC Act) of New
Zealand provides that the court has power to make orders against the defendant:

New Zealand

Section 19 of the HDC Act (NZ) outlines a variety of orders that can be made by
the court against a defendant:

‘(a) an order to take down or disable material:

(b) an order that the defendant cease or refrain from the conduct concerned:
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(c) an order that the defendant not encourage any other persons to engage in
similar communications towards the affected individual:

(d) an order that a correction be published:

(e) an order that a right of reply be given to the affected individual:

() an order that an apology be published. 24

Section 19 of the HDC Act (NZ) also empowers a court to make the following
orders against an online content host:

‘(a) an order to take down or disable public access to material that has been posted
or sent:

(b) an order that the identity of the author of an anonymous or pseudonymous
communication be released to the court:

(c) an order that a correction be published in any manner that the court specifies
in the order:

(d) an order that a right of reply be given to the affected individual in any manner
that the court specifies in the order.’*

Non-compliance with the a court order will commit an offence and the offender is
liable on conviction to imprisonment for a term not exceeding 6 months or a fine
not exceeding $5,000 for a natural person and a fine not exceeding $20,000 for a
body corporate.?®

Section 18 of the HDC Act (NZ) provides for the court to grant interim orders for
relief set out in section 19.

‘18 Interim orders

(1) The District Court may, if the court considers it is desirable to do so, grant any
interim orders pending the determination of the application for orders under
section 19.

(2) An interim order under this section may do anything that may be done by order
under section 19 and expires when the application under that section is
determined.” %

In Queensland, section 229AA of the Criminal Code Act 1899 (QIld) provides a
rectification order in which the court may order the person to take reasonable
action to remove, retract, recover, delete or destroy an intimate image, if the person
is convicted of an offence against non-consensual distribution of intimate images,
observations or recordings in breach of privacy and threats to distribute intimate
image:

24 Harmful Digital Communications Act 2015 (NZ), s 19(1)
25> Harmful Digital Communications Act 2015 (NZ), s 19(2)

26 Harmful Digital Communications Act 2015 (NZ), s 21
27 Harmful Digital Communications Act 2015 (NZ), s 18
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Queensland, Australia

‘229AA Rectification order

(1) If a person is convicted of an offence against section 223 (1) [Distributing
intimate images] , 227A (1) or (2) [Observations or recordings in breach of
privacy], 227B (1) [Distributing prohibited visual recordings]
or 229A (1) or (2) [Threats to distribute intimate image or prohibited visual
recording] the court may order the person to take reasonable action to
remove, retract, recover, delete or destroy an intimate image or prohibited
visual recording involved in the offence within a stated period.

(2) A person who fails to comply with an order made
under subsection (1) commits a misdemeanor

Maximum penalty—2 years imprisonment. "2

However, the rectification order in Queensland applies to the convicted person
only, but not the online content host. The HDC Act (NZ), therefore, includes a
more comprehensive set of orders targeting both the defendant and the online
content host and the interim orders to be made by the court. Below are our
recommendations for the constituents of the image-removal orders and interim
orders, made by the Courts in Hong Kong.

Orders can be made by the Court

67.

68.

69.

The order should include a time frame (such as three weeks) in which the
defendant must take action to remove the images distributed without consent.
Whether the defendant has taken actions to remove the images should have bearing
on sentencing. In other words, non-compliance with a court order may lead to
heavier penalty or amount to a further offence, similar to the Queensland Act and
the HDC Act (NZ). Sanctions for non-compliance should be stated in the order as
a warning to the perpetrators of the consequences for failure to comply.

The HDC Act (NZ) empowers the Court to make orders against an online content
host, including takedown or disabling public access to the material. We are of the
opinion that Hong Kong Courts should have the same power because it can
effectively cease the online circulation of the intimate images shared without
consent. Some victims may find it empowering to take the initiative to contact
websites and social media platforms to request the removal of images distributed
without consent. The Court should therefore support these victims in this process
by handing them an enforceable order to compel takedowns of the intimate images
from websites.

We concern, the criminal proceedings are lengthy, and the publicity of a criminal

28 Criminal Code Act 1899 (Qld), s 229AA
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case can bring further harm to the victim if he/she/they have no relief to take down
the intimate images pending trial. To provide comprehensive protection to the
victim, interim orders should also be available. In this regard, we recommend
Hong Kong make reference to Section 18 of the HDC Act (NZ) in this regard.
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Executive Summary

The Association Concerning Sexual Violence
Against Women launched the survey 'Taking and
Distributing Intimate Images Without Consent’ in
2019 to collect the public's experiences in ‘Image-
Based Sexual Violence (IBSV)'. These experiences
include: taking intimate images without consent;
distributing, sharing, circulating and selling
intimate images without consent; threatening
or extorting to distribute intimate images; and
creating fake pornography.

The research is comprised of a questionnaire
survey and in-depth interviews to collect both
quantitative and qualitative data. The target
population is people who have experienced any
kind(s) of IBSV in the past 3 years. A total of 206
people havefilled in the questionnaire. Through the
questionnaire, we got in touch with 11 victims and
conducted in-depth interviews with them. We also
conducted an in-depth interview with 1 co-worker
of social welfare organization. The research aims to
delineate the prevalence of different kinds of IBSV
encountered by the public; to collect the data of the
forms of IBSV experienced by the public, including
the common places of occurrence and identities of
the perpetrators; to study victims' situations and
feelings when facing IBSV and the impacts of IBSV
on them; to study victims' responses and actions
taken when facing IBSV and the reasons; and, to
give concrete recommendations on reducing and
preventing IBSV from happening and minimizing
the harms brought to victims.

According to the key findings of the questionnaire,
non-consensual taking of intimate images was the
most common form of IBSV. It is then respectively
followed by voyeurism, threats or extortion,
distribution of intimate images without consent,
theft of intimate images, discovery of hidden
cameras, and creation of fake pornography.
Most respondents were aged 24 or below. The

FHRUERNERBERS 3

most common places of occurrence were public
transports, streets, mobile messaging apps and
homes. Most perpetrators were strangers, partners
and friends of victims. Most respondents felt angry,
frightened and worried, while some disclosed
that they have thought to commit suicide or had
committed suicide, which is noteworthy. When
facing IBSV, most respondents revealed that they
did not know how to react, pretended that nothing
had happened and left the place; relatively fewer
respondents have reported the case to the police,
sought help from people around them, sought
help from social service organizations or notified
the staff. As for the respondents who never sought
help from or mentioned to others, the common
reasons are ‘don't want to make trouble or make
things worse’, 'deemed help-seeking to be useless’,
‘don’t know how to respond’ and ‘afraid of blaming
of hypersensitivity from others’. For respondents
who had reported the case to the police, the
majority of them were rejected. The common
reasons of rejection include insufficiency of
evidence, lack of laws and the police deeming the
case to be not serious. For recommendations on
reducing IBSV, most respondents agreed to have
specific legislation.

According to the key findings of individual in-
depth interviews, the respondents felt violated in
terms of sexual autonomy from the perpetrator’s
behaviors that disregarded or violated their will.
IBSV brought continuous impacts that lasted for
long time. It brought irreversible consequences
for respondents whose intimate images were
distributed on the internet. Apart from intimate
images being distributed on the internet, some
respondents experienced doxing while some
experienced cyber bullying, which aggravated
the harms. Regarding the far-reaching harm, the
respondents refused to disclose their experiences
or ask for help, worrying that others would blame



themselves. A respondent tried to report to the
police, but the police judged whether the case
should be filed based on wrong criteria, and the
case was ultimately rejected. Coupled with the
police’s lack of knowledge on handling IBSV cases,
current judicial structures have increased the
difficulty for victims to seek help.

The report makes the following recommendations
on how society can reduce and prevent IBSV and
harms to victims: first, to establish specific sexual
offences in Hong Kong to tackle different forms
of IBSV; second, to strengthen public education
which teaches people not to commit IBVS; third,
to strengthen public education which stresses the
responsibilities of bystanders in reducing IBSV;
fourth, internet platform providers to establish
users’ guide and removal mechanisms regarding
non-consensual distribution of intimate images;
fifth, to provide training on intimate partner
violence and IBSV for law enforcement agencies.
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17 s67A Voyeurism: additional offences, Sexual Offences Act 2003
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